
COSO Workshop



Workshop Objectives

Describe the call-to-action that COSO  
presents to Internal Auditors 
Examine some of the key points in the  
framework
Discuss the implications of the framework on 
an entity's plan 
Discuss the implications of the framework on 
IA activities



The IIA Says that…

Internal Auditors need to envision 
new ways to add value to their 
organization, and the profession 
as a whole.



Poll  
Do you use the COSO Framework when Planning your 
Audits?

Yes or NO?



Do 
we 
reall
y 
audit 
for 
this?

These are your Risks
Which is the most important Component?

CE, RA, CA, I/C, M



COSO was established primarily for

1. External Auditors

2. Internal Auditors

3. Management

4. Shareholders



The Control Environment is best described as 

A. The brain of the organization

B. The ethics and values of the organization

C. The heart of the organization affecting the other four
components

D. The establishment of Internal Controls



Share Your Thoughts

Attitude

What is the attitude towards internal control 
within your organization?



Requirements for Effective Internal 
Control

Components and principles are present and 
functioning
Components operate in an integrated 
manner
Additional points to consider:
- Components are suitable and relevant to all 

entities
- Deficiencies that preclude conclusion

Other (management's process)



Roles and Responsibilities

Board of directors
Senior management
Business-enabling functions
Other personnel
Internal auditor function
External parties



Poll: An organization's directors, management, external 
auditors, and internal auditors all play important roles in creating 
a proper control environment. 

Senior management is primarily responsible for

A. Establishing a proper organizational culture and specifying a system of internal
control.

B. Designing and operating a control system that provides reasonable assurance that
established objectives and goals will be achieved.

C. Ensuring that external and internal auditors adequately monitor the control
environment.

D. Implementing and monitoring controls designed by the board of directors.



Deficiencies in Internal Control

Internal control deficiency: A shortcoming in 
a component or components and relevant 
principle(s) that reduces the likelihood that 
the entity can achieve its objectives.



Deficiencies in Internal Control

Major deficiency: An internal control 
deficiency or combination or deficiencies that 
severely reduces the likelihood that the entity
can achieve its objectives.
- A component and one or more relevant principles 

are not present or functioning or components are 
not operating together.

- A major deficiency in one component or principle 
cannot be mitigated by the presence of another 
component or principle.



Deficiencies in Internal Control 
(continued)

Management exercises judgment to assess 
the severity of a deficiency and may 
establish objective criteria for evaluation and 
reporting.
Regulators, standard-setting bodies, or other 
third parties may also establish criteria for 
assessing the severity of internal control 
deficiencies. 



Limitations of Internal Control

Limitations may result from the following:
- Suitability of objectives as a precondition to 

internal control
- Judgment (bias)
- External events beyond the organization's 

control
- Breakdowns due to human error
- Management override
- Collusion



Share Your Thoughts

Limitations

What limitations in internal control have you 
witnessed or are you most concerned about at 

your entity?



Additional Considerations

Judgment 
Points of focus
Controls to effect principles
Organizational boundaries
Technology
Larger versus smaller entities
Benefits and costs of internal control
Documentation



Internal control can provide only reasonable assurance that the 
organization’s objectives will be met efficiently and effectively. 

One factor limiting the likelihood of achieving those objectives is 
that

A. The internal auditor's primary responsibility is the detection of fraud.

B. The board is active and independent.

C. The cost of internal control should not exceed its benefits.

D. Management monitors performance.













Share Your Thoughts▶What challenges does your entity face 
related to the concepts presented? 

▶What principle do you feel most strongly is 
present and functioning in your entity? 

▶Is there a principle you feel may not be 
present and functioning? 

▶Are there one or more points of focus that 
your entity believes are not applicable to the 
entity? 



Boeing Vision

1. Improving people lives  FAIL
2. Global reach  FAIL
3. High-quality products  FAIL
4. People empowerment  FAIL



According to COSO, which of the following is the most effective 
method to transmit a message of ethical behavior throughout an 
organization?

A. Demonstrating appropriate behavior by example.

B. Strengthening internal audit's ability to deter and report improper behavior.

C. Removing pressures to meet unrealistic targets, particularly for short term
results.

D. Specifying the competence levels for every job in an organization and translating
those levels to requisite knowledge and skills.



Everything you say and do sends a message and has 
an impact.

What Do You 
Know About 
Our 
Business?



What is the Risk?
The Chocolate 
Factory  Candy 
Wrapping

The company is a 
specialty chocolate 
company who prides 
themselves on quality
Each piece of chocolate 
is wrapped by hand.  
Sales are $5 million
There are 2 union 
employees that wrap 
1,000 pieces of chocolate 
per day
They are supervised by a 
manager who visits them 
periodically, instructs 
them and monitors 
progress.



Governance, Risk & 
Control:
Poll: Which of these 
do you care about?

A. Governance
B. Risk
C. Control
D. All of them



Notre-Dame’s Safety Planners 
Underestimated the Risk, With 
Devastating Results



Polling Question # 2

Do You have a seat at the table?
1. Yes, Definitely
2. Somewhat
3. Not Really



What is a Company?
Where Can I Make An Impact

Finance Regulatory

Operations

Human 
Resources

Procurement

Technology

Revenue



What is the Control Environment 

Integrity and 
ethical values

Management’s 
philosophy and 
operating style

Organizational 
structure

Assignment of 
authority and 
responsibility

HR policies and 
practices

Competence of 
personnel



Risk: That will never 
happen

The Control Environment Minimizes Risk



What have we been up 
against?

1999: “Bull Market” and Y2K

2001: Terrorism, BCP, and disaster recovery

2002: Enron, WorldCom, and Cynthia Cooper

2002-2003: Sarbanes-Oxley and PCAOB

2004-2007: SOX, SOX, and SOX

2008: Implosion of the economy

2010: Economic crisis; realignment
of coverage

2021 Covid 19



What is a Company?
Where is Governance, Risk and Controls?
Think the Unimaginable!!!

Revenue
Finance

Operations

Third Party

Human 
Resources

Technology

Legal & 
Regulatory

Procurement



Auditing 
Control 
Environment

Start with risk assessment.

Take into account planning 
considerations.

Require assessment 
criteria.

Require selection of 
tools/techniques to use.



The Definition of Internal 
Auditing
Poll: What is the most important 
word?

The Definition of Internal Auditing states the 
fundamental purpose, nature, and scope of 
internal auditing.

Internal auditing is an independent, objective assurance and 
consulting activity designed to add value and improve an 
organization’s operations. It helps an organization accomplish 
its objectives by bringing a systematic, disciplined approach to 
evaluate and improve the effectiveness of risk management, 
control, and governance processes.

Screen 8 of 16

Assurance

Accomplish

Value

Systematic



How to Audit the Control 
Environment- Examples

Hire and grow 
ethical employee 

base

Employees will 
conduct themselves 
in an ethical manor

Only authorized 
employees will have 

access to assets

Cash payments will 
be properly 

accounted for
Cash at point of sale 

will be secured

Checking activities 
will be safeguarded

Security over 
acceptance of cash 
will be preserved

Purchasing & Billing 
activities will have 

oversight 

Authentic employees 
will be paid at 

agreed to rate and 
for actual hours 

worked

Payments will be 
made for legitimate 

expenses

Inventory and assets 
will be protected

Intercultural property 
will be protected

Employees will not 
engage in corruptive 

activities
Conflicts of interest 

will be reported
Financial reporting 

will be accurate



Key Steps to Audit the Control 
Environment

Identify inherent risks through scenario formulation

Assess the likelihood and impact to determine risk significance

Assign accountability for risk and the establishment of controls

Identify known controls

Assess the effectiveness, efficiency, and appropriateness of the controls

Pinpoint any gaps

Review policies to ensure alignment



5. What 
Sampling 
Techniques 
do you 
primarily 
use?

Judgmental

Statistical Sampling

100%

AI



Your Company’s Mission 

How can you help Your Company 
accomplish its’ Mission

42



Who Wins?



Audit the Control Environment
Keep your eyes open, ask 
questions

What if we Don’t
It is a direct threat to Internal Audit Departments

https://www.google.com/url?sa=i&url=http%3A%2F%2Fwww.fulcran.co.uk%2F50-2%2F&psig=AOvVaw1XZKYD0zxIpXsWG3UeoFvS&ust=1581421290542000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIi9j431xucCFQAAAAAdAAAAABA8


Agile Internal Audit to Evaluate Control 
Environment

45



The IIA Says that…

Internal Auditors need to envision 
new ways to add value to their 
organization, and the profession 
as a whole.



Q&A

What final questions do you have?
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